Sharing Files Offce 365
OneDrive for Business Quick Guide o Fman

For the CUNY implementation of OneDrive for Business, the recommendation
is to share files and folders by copying a sharing link and sending the link via
email to those you wish to share files with.

This quick guide provides information and instructions on the following to
complement the Share OneDrive files and folders topic on
support.Microsoft.com:

= Types of sharing links

= Sharing best practices

= Sharing files from OneDrive for Business file listing (recommended)
= Sharing files from within Microsoft Office applications

= Changing/disabling a sharing link

0 Note:

Remember to review the Acceptable Use of Microsoft Office 365
for Education Policy before storing, collaborating on and/or
sharing data with any of the Office 365 for Education cloud
services. See Microsoft Office 365 for Education (For Faculty
and Staff) on the CUNY web site for more information.

Types of Sharing Links

From within OneDrive for Business...

OneDrive for Business provides the following types of links for file sharing
(listed in order from least restrictive to most restrictive permissions):

Anyone

Anyone gives access to anyone who receives this link, whether they
receive it directly from you or forwarded from someone else. This may
include people outside of your organization. As an additional measure
of protection, Microsoft Office applications allow you to protect a file
with a password to prevent opening or modifying the file.

People in your organization

Only students, faculty and staff with CUNY Login user credentials
(firstname.lastname##@Ilogin.cuny.edu) who are active in CUNYfirst
have access to the file or folder, whether they receive it directly from
you or it is forwarded from someone else.

People with existing access

Only people with previously defined access to this file, such as access
to the parent folder permissions, can access this file or folder.
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https://support.office.com/en-us/article/share-onedrive-files-and-folders-9fcc2f7d-de0c-4cec-93b0-a82024800c07
http://www2.cuny.edu/wp-content/uploads/sites/4/page-assets/about/administration/offices/cis/technology-services/microsoft-office-365-for-education/Acceptable-Use-of-Microsoft-Office-365-for-Education-Policy-2018-7-26-1.pdf
http://www2.cuny.edu/wp-content/uploads/sites/4/page-assets/about/administration/offices/cis/technology-services/microsoft-office-365-for-education/Acceptable-Use-of-Microsoft-Office-365-for-Education-Policy-2018-7-26-1.pdf
http://www2.cuny.edu/about/administration/offices/cis/technology-services/microsoft-office-365-for-education
http://www2.cuny.edu/about/administration/offices/cis/technology-services/microsoft-office-365-for-education
https://support.office.com/en-us/article/add-or-remove-protection-in-your-document-workbook-or-presentation-05084cc3-300d-4c1a-8416-38d3e37d6826

Specific people
Only those people you specify have access to the file or folder,
although other people may already have access. If people forward the
sharing invitation, only people who already have access to the item
will be able to use the link.

There is also an Allow editing checkbox to control whether the shared link
allows for editing the file or restricts access to reading, downloading and
copying only. The default setting is allow editing enabled.

From within Microsoft Desktop Applications...
Microsoft desktop applications provide two types of links for file sharing (listed
in order from least restrictive to most restrictive permissions):

Edit link
Anyone who receives this link can edit the file.

View-only link
Anyone who receives this link can view the file but not edit them.

Sharing Best Practices
CUNY recommends the following as best practices when sharing files and
folders:

= For maximum sharing control, create sharing links within OneDrive for
Business and not Microsoft Office desktop applications.

= Use folders to share groups of files with others online.

= Share files with specific individuals, never with “everyone” or the
“public.”

= Be careful when sending links to shared folders because they can be
forwarded to others to whom you did not intend to provide access.

= Remember that once a file or information is shared, the recipient can
download it to a device and share it with others.

= Disable sharing with individuals when they no longer require access to
files or folders.

= Consider protecting Microsoft Office files with a password to prevent
opening or modifying the file.

Sharing Files from the OneDrive for Business Window
(Recommended)
To share files from within the OneDrive for Business window:
1. Select the file or folder you want to share, and then either:
= Click Copy Link in the menu bar at the top of the window

= Right-click and select Copy Link from the pop-up menu
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The Copy link window is displayed.

@ Copylink < Download [i] Delete =3 N

Link to 'Document.docx’ created
Make sure you copy the link below.

‘ jzdkingsK)oeyHdTOw?e=MUzRu  Copy

"
\@ Anyone with the link can edit.

2. Click on the type of file sharing (circled in the previous Copy link window
capture).

The Link Settings window is displayed.

@ Copylink 4 Download [i] Delete 53 M

Link Settings

Document.docx

Who would you like this link to work
for? Learn more

(@D Anyone

People in your organization

(@ People with existing access

Specific people v

‘Enter.—‘. name or email address

Other settings

Allow editing

Apply Cancel

3. Update the following and then click Apply:

= Select the type of file sharing (see “Types of Sharing Links” for a
description):
Anyone
People in your organization
People with existing access
Specific people

= Choose whether to Allow editing for the folder or file selected

0 Note:

Do not enter an email address—you are copying a link to
paste in a separate email.
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The Copy link window is displayed with the updated file sharing type.

@ Copylink | Download [i] Delete

Link to 'Document.docx’ copied

==

‘ 1365256dd008csf=1 &e:ASEVD

@ Only the people you specify will have

access to edit.

4. Click the Copy button and close the Copy link window.

5. Paste the link in an email to send to those you wish to share the file or

folder with.

Sharing Files from Microsoft Office Applications

To share an existing OneDrive for Business file from within a Microsoft Office

desktop application:

1. Select File > Share > Share with People.

Save As

Save as Adobe
PDF

History

Print

Share

Export

Publish

Close

Account

Options

Excel-to-share - Excel ¥ =

Share

Excel-to-share
OneDrive - CUNY » OneDrive Docs (internal)

Share

Share with People

[% Email

== Send Adobe PDF for Shared
—+: Commenting

E_‘@ Present Online

L@D Send by Instant Message

O

x

Jonathankroste1

Send invitations and get sharing
links.

Share with
People

-
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The Share panel is displayed.

-

Share Tx
Invite people

EE
Can edit ~

Include a message (optional)

Share
Owner
Can edit
H /- 1 + 100%

2. Click on Get a sharing link at the bottom of the Share panel (circled in
the previous Copy link window capture).

The Share — Get a sharing link panel is displayed.

Share - x|

< Get a sharing link

Edit link

https://cuny207-my.sharepoint.com/:w./g/personal.. Copy

Anyone with this link can edit the documents you share.

View-only link
https://cuny907-my.sharepoint.com/:w:/g/personal... Copy

Anyone with this link can see the documents you share
but not edit them.

B IEH B - 1 + 120%

T T TR T T oY

3. Click the Copy button for the type of sharing link you want to copy and
close the Share — Get a sharing link panel.

4. Paste the link in an email to send to those you wish to share the file or
folder with.

Changing/Disabling a Sharing Link

The permission associated with a sharing link lasts only as long as the link
exists. For example, when you disable a link, access is revoked (although
people may still have access via other means, such as parent folder
permissions).

To manage sharing links for a file or folder:

1. Open OneDrive for Business.
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2. Select the file or folder having sharing links to be changed or disabled.

3. Click the information icon in the top right corner of the OneDrive for
Business window.

&& OneDrive Docs (inter X

athan_fr

aveto [ Copyto --- 1 selected X

y File Size Sharing
osté1  15.0KB £ Shared
ost61 11.5KB & Shared

The file or folder’s information panel is displayed.

Z& OneDrive Docs (inter X

\athan_fr v oo O vy I B0 =
oveto [ Copyto - 1selected X @
~ ~
@ | Document.docx
~
1
1
1 5 Views
1
Has Access
1
QQ +5
1
1
Recent Activity
This week
"Document.docx” was shared
6 hours ago
v More detais v
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4. Click Manage access.

The file or folder's Manage Access panel is displayed.

velEaRUE S Grant Access

hManage Access

g1 Document.doox
Stop sharing

L o
'qq Can E:; 4

vitham e Ay
(qq Can Edit

Advanced

5. Make the following changes as required:

= To disable the sharing link and prevent further access to everyone
listed, click Stop sharing

= To disable the sharing link for individual people, click the drop-down
menu under that person and select Stop sharing

= To change the sharing link to read-only for individual people, click the
drop-down menu under that person and select Change to view only

6. Close the Manage Access panel.

For More Information...

Please see the following on the CUNY web site for the latest information on
Microsoft Office 365 for Education and OneDrive for Business:

= Microsoft Office 365 for Education (For Faculty and Staff)

=  Microsoft Office 365 Video Tutorials
= Microsoft Office 365 FAQs
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