
Introduction 

 

October is dedicated to Cybersecurity Awareness Month, a worldwide initiative to 

promote safer and more secure online experiences. CUNY is proud to participate in 

this year’s Cybersecurity Awareness Month program, in collaboration with the 

National Cybersecurity Alliance (NCA) and the Cybersecurity and Infrastructure 

Agency (CISA) of the U.S. Department of Homeland Security. Throughout October, 

you will receive weekly messages on four key cybersecurity behaviors: 

 

Week 1 – Enabling multi-factor authentication 

Week 2 – Using strong passwords and a password manager 

Week 3 – Updating software 

Week 4 – Recognizing and reporting phishing attack 

 

This Week 1 is focused on “Enabling Multi-Factor Authentication (MFA)” — an 

important and easy way to help keep your accounts and online information secure. 

Already available for most online banking and retail websites and mobile 

applications, you should choose to enable MFA wherever and whenever it is 

available to you. 

 

At CUNY, Microsoft MFA already serves as an additional layer of cybersecurity 

protection when accessing your Microsoft Office 365 account. You can expect the 

MFA protection to be extended to other CUNY applications and services in the 

coming months. 

 

MFA Facts and Figures: 

 

In response to a NCA survey: 

• Less than two-thirds, specifically 57% of the respondents, had heard of 

MFA. 

• Among those who were aware of MFA, a significant majority, around 79%, 

had applied MFA to their online accounts. 

• An even higher percentage, 94%, of those who had implemented MFA 

continued to use it. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Ftechnology-services%2Fmicrosoft-mfa%2F&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=rdkAW6Dk6eFgv2iQQsQMGQm%2Fhy%2BYIWjP5VciBPRPBHU%3D&reserved=0


In response to a Duo Labs survey: 

• Two-factor authentication has become more popular over the last two years, 

with 79% of US/UK respondents saying they used it in 2021, compared 

to 53% who used it in 2019. 

• SMS text messages are the most common second factor US/UK users 

choose when logging into two-factor authentication accounts, at 85%. 

MFA Resources: 

• Check this 2factorauth web page to find out which websites do or do not 

have multi-factor authentication available. 

• Find more information on Enabling Multi-Factor Authentication (MFA) on the 

National Cybersecurity Awareness Alliance site. 

• Learn the value of MFA with this MFA Infographic. 

Helpful Cybersecurity Tips: 

 

Training and documentation resources are available on the CUNY MFA website. 

• CUNY requires that all students, faculty and employees follow 

these Cybersecurity Best Practices. 

• Protect yourself against secret shopper, personal assistant and other online 

scams. 

• Follow CUNY’s Best Practices for Secure Learning, Teaching and Working 

Remotely. 

• When using Zoom, follow CUNY’s Zoom Security Protocols. 

• CUNY students may already be enrolled by their college in CUNY’s online 

cybersecurity awareness course through their learning management system 

(Blackboard). The course duration for students is 25 minutes. Faculty and 

staff can take the CUNY’s online cybersecurity awareness course via the 

direct link or through Blackboard (learning management system) as well. 

The course duration for faculty & staff is 40 minutes. 

Our emails and supporting information are available from the National Cyber 

Security Awareness Month (NCSAM) page on the CUNY web site. We also provide 

a growing security resources list on the CUNY Information Security pages. You 

may also want to visit the OUCH! website to read recent security articles or 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2F%2F2fa.directory%2Fus__%3B!!PxiZbSOawA!LqQbd8FCzVT95YQWmY_e4UsSqNf0qDMDNZVsGnC38WmgnrcV2gUq69XE0mYW7iM568P-zEpoo8RKnkaQAMNwgV1p3wm3RMOwyJpv3dMjcrjHIg%24&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=IlkJryq5VcIZHyac%2FI50DJJr%2F1py0A7Y%2BWCIqA0jCBo%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2F%2Fstaysafeonline.org%2Fonline-safety-privacy-basics%2Fmulti-factor-authentication%2F__%3B!!PxiZbSOawA!LqQbd8FCzVT95YQWmY_e4UsSqNf0qDMDNZVsGnC38WmgnrcV2gUq69XE0mYW7iM568P-zEpoo8RKnkaQAMNwgV1p3wm3RMOwyJpv3dOr2AGceA%24&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=GYZoa8CWc6Z2YF7z4tSaSm1stqty%2Bb4nAZFyLK1gZJQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2F%2F20740408.fs1.hubspotusercontent-na1.net%2Fhubfs%2F20740408%2FCAM_2022_Infographics_MFA_NOLOGO.pdf%3Futm_campaign%3DCybersecurity*20Awareness*20Month%26utm_medium%3Demail%26_hsmi%3D215220112%26_hsenc%3Dp2ANqtz-_dAo2DEvTOJRYQ1FvGEK5gOMTQN-F4ruo_iwHdri-QqksKv3I4lQVZh6ZFdXIKtXwxI17HeHshI9pYSNmyWno-IebC0Q%26utm_content%3D215220112%26utm_source%3Dhs_automation__%3BJSU!!PxiZbSOawA!LqQbd8FCzVT95YQWmY_e4UsSqNf0qDMDNZVsGnC38WmgnrcV2gUq69XE0mYW7iM568P-zEpoo8RKnkaQAMNwgV1p3wm3RMOwyJpv3dMrqeP4_w%24&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=FBIsKqDamSJF2uW2Gvpunf0pLGUadeGovscP9JZrrKM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Ftechnology-services%2Fmicrosoft-mfa%2F%231608314516902-c335ee75-7f21&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oNEWL%2B8RNNmx4gBCb0am4pTte%2FN3hQ4gsybfkqgBECg%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=aUKyZx88c0GA7l0uhmAaplfoE3ngfNoC3vGDEkAMuh4%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-shopper-scam-2020.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=JE3aXZeEdKFm6cDmQ0wGboOUMHxB39WjMI5Ez4L7%2FTM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-shopper-scam-2020.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=JE3aXZeEdKFm6cDmQ0wGboOUMHxB39WjMI5Ez4L7%2FTM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcisweb.cuny.edu%2Fsecurity%2FInformationSecurityGuidelines-COVID19-WorkingRemotely.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=3UuIS6Fe2KNlRcyo2eVzJ8jnh%2FD%2Bn4WIy6IABqowSiI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcisweb.cuny.edu%2Fsecurity%2FInformationSecurityGuidelines-COVID19-WorkingRemotely.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=3UuIS6Fe2KNlRcyo2eVzJ8jnh%2FD%2Bn4WIy6IABqowSiI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Fit-resources-for-remote-work-teaching%2FZoom-Security-Protocol.pdf&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=L2Sgi6ke3vOhchJgwruTxg42cp6Frxip6OKDn8QSjlw%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2F%2Fcourse.enterprisetraining.com%2Fcuny2019%2Flaunch%2F__%3B!!PxiZbSOawA!LqQbd8FCzVT95YQWmY_e4UsSqNf0qDMDNZVsGnC38WmgnrcV2gUq69XE0mYW7iM568P-zEpoo8RKnkaQAMNwgV1p3wm3RMOwyJpv3dOiTtXgEA%24&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=42Le2CrWl9BBBg9kV2jTO%2F0qRoe9D3M82gIAgHuBHig%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lEK%2BuT%2FT6Yb9cdzOUnzbdVQO4VXhW7syUEpedaY2%2Bag%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lEK%2BuT%2FT6Yb9cdzOUnzbdVQO4VXhW7syUEpedaY2%2Bag%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941110981410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=PB62xKRn%2BIpTq%2FSPT41DqaaSlopb3uXMtMaTcwzXuQI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch%2F__%3B!!PxiZbSOawA!LqQbd8FCzVT95YQWmY_e4UsSqNf0qDMDNZVsGnC38WmgnrcV2gUq69XE0mYW7iM568P-zEpoo8RKnkaQAMNwgV1p3wm3RMOwyJpv3dNipZfBMQ%24&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941111137618%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Da%2BN5jKvbutX677d65XWdCSw50vxIiXjd%2FoFfPMtFN4%3D&reserved=0


subscribe to the world’s leading, free security awareness newsletter designed for 

technology users. 

 

If you have any questions about any of this information, please contact your 

college's Information Security Manager. 

  

 

https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C01%7CTerry.Mares%40csi.cuny.edu%7Cffa7ec31ca3941b7848908dbc66c5c37%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638321941111137618%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=DOIJMDJQHP0g0cBqSD22jj1p27N8%2FhGhFATBQp9wYjU%3D&reserved=0

