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Introduction

This Week 3 is focused on “Recognizing and Reporting Phishing.” Stay alert for unexpected
messages requesting personal information. Refrain from sharing personal or sensitive information
like bank account numbers, social security numbers, or student IDs, with unfamiliar sources. If you
encounter phishing attempts, report them and delete the message. Always be cautious and take a
moment to assess before clicking on links or attachments.

Recognizing and Reporting Phishing Resources:

e Learn how to Recognize and Report Phishing on the National Cybersecurity Awareness
Alliance site

e Secure Our World: Phishing Tip Sheet (CISA)

e How to Recognize and Avoid Phishing Scams (Federal Trade Commission)

Helpful Cybersecurity Tips:

e Pause Before Clicking: Take a few seconds to verify if the email is legitimate before
clicking any links or attachments

e Watch for Urgent or Alarming Language: Be cautious of emails pressuring you to act
quickly or making threatening demands

e Check for Spelling and Grammar Errors: Phishing emails often contain mistakes or poorly
written content

e Verify the Sender’s Email Address: Look closely at the sender’s email for minor
misspellings or unusual domain names

e Avoid Sharing Personal Information: Legitimate companies won’t ask for sensitive details
via email—ignore such requests

Recognizing and Reporting Phishing Facts and Figures:

In response to the National Cybersecurity Alliance 2023 Oh, Behave! report:


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstaysafeonline.org%2Ftheft-fraud-cybercrime%2Fphishing%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405713306%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aBjPhCcGgScCopfDLSCEQRtRN4wUuu4REZrAkJPGU8E%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-09%2FSecure-Our-World-Phishing-Tip-Sheet.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405748026%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=yDegtfdispsbbhIN477Cne6wcHUeFNK5TaAo2PqjvPA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.consumer.ftc.gov%2Farticles%2Fhow-recognize-and-avoid-phishing-scams&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405769079%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=TBtkezjufjwOBwohEabZj5Zl%2FTEWUVPTq6kbQmbsTpg%3D&reserved=0

e 69% of people feel confident in their ability to identify phishing attempts

e 51% of Americans actively report cybercrimes, with phishing being a common target

e Despite this, over 25% of people still struggle to identify or are unaware of phishing

o 44% of participants frequently report phishing emails using the “spam” or “report
phishing” button

Our emails and supporting information are available from the National Cyber Security Awareness
Month (NCSAM) page on the CUNY website. We also provide a growing security resources list on
the CUNY Information Security pages. You may also want to visit the OUCH! website to read recent
security articles or subscribe to the world’s leading, free security awareness newsletter designed
for technology users.

If you have any questions about any of this information, please contact your college's Information
Security Manager.



https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405791681%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ujr3NAaaEbkwHYKKG0Gf1zWr%2Bv5A%2FcJolwJQ8fkVoz8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405791681%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ujr3NAaaEbkwHYKKG0Gf1zWr%2Bv5A%2FcJolwJQ8fkVoz8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405813212%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=4fJ1pjEc2dsSxwBSxoxgUGpV57GVL2SDGEomnuoxT6s%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405828412%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=UWliKbnG8gH2p3iWLS2IeWW1cngCu4AnvbMSLjuK1gI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405843208%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=2TkGRx49Cu9UxyEUL0oWFkrgvLCWOx5YPk3kUQFCc4E%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C694dd352defe4c3af7d608dcf1d48115%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638651142405843208%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=2TkGRx49Cu9UxyEUL0oWFkrgvLCWOx5YPk3kUQFCc4E%3D&reserved=0

