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Introduction

This Week 2 is focused on “Turn on Multi-Factor Authentication (MFA).” A password alone isn’t
enough to fully secure your online accounts. Activating MFA greatly reduces your chances of being
hacked. Be sure to enable MFA on all accounts that support it, particularly for email, social media,
and financial platforms. At CUNY, Microsoft MFA already serves as an additional layer of
cybersecurity protection when accessing your Microsoft Office 365 account and for secure remote
access to CUNY network resources.

Multi-Factor Authentication (MFA) Resources:

e You can find more information on Turn on Multi-Factor Authentication on the National
Cybersecurity Awareness Alliance site

e Secure Our World: MFA Tip Sheet (CISA)

e Check this 2factorauth web page to find out which websites do or do not have multi-factor
authentication available

e Training and documentation resources are available on the CUNY MFA web page

Helpful Cybersecurity Tips:

e CUNY requires that all students, faculty and employees follow these Cybersecurity Best
Practices

e Protect yourself against secret shopper, personal assistant and other online scams

e Follow CUNY’s Best Practices for Secure Learning, Teaching and Working Remotely

e When using Zoom, follow CUNY’s Zoom Security Protocols

e CUNY students may already be enrolled by their college in CUNY’s online cybersecurity
awareness course through their learning management system (Blackboard). The course
duration for students is 25 minutes. Faculty and staff can take CUNY’s online cybersecurity
awareness course through the Blackboard learning management system under
Organizations. The course duration for faculty and staff is 40 minutes.

Multi-Factor Authentication (MFA) Facts and Figures:


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Ftechnology-services%2Fmicrosoft-mfa%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324379959%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=VSh3OeRY8ogc5c9b82lfm0zQ8%2B%2B%2B0DOCw2dYY6jBBUE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstaysafeonline.org%2Fonline-safety-privacy-basics%2Fmulti-factor-authentication%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324407733%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=WN94BPfABBZ7%2FFiXMZ0mHcGncAlHOQA45%2BT54jpQjmQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-09%2FSecure-Our-World-MFA-Tip-Sheet.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324429172%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=s2AqoO91b2x596VofnZk4%2FMvwPchGTgW5UDjzVc7XAM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2F2fa.directory%2Fus&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324450466%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=pU%2FVMgfy3MFfEoNL0dUE1%2FkMYYKlBRqeMdn0HyCPw7g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Ftechnology-services%2Fmicrosoft-mfa%2F%231608314516902-c335ee75-7f21&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324471139%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=NkdLkYZgoJ%2BLm884tdnBcGovevbJv2zpUEXzG4HSpl0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324492402%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aYzPBW%2FEEPSh7MAeDVO3HKnT%2BlBUB2i8d1FdUpU4ZTU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324492402%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aYzPBW%2FEEPSh7MAeDVO3HKnT%2BlBUB2i8d1FdUpU4ZTU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-shopper-scam-2020.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324513929%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Vei07vHB0TXnoACut1klwHMXBIyRpRdcKJzjzlYEFY0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Fit-policies%2FInformationSecurityGuidelines-WorkingRemotely.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324536174%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=fJdAspuVqyYJpqYOWlPdB%2B%2BuEA54ofR3U9nzD1cBOvA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fpage-assets%2Fabout%2Fadministration%2Foffices%2Fcis%2Fit-resources-for-remote-work-teaching%2FZoom-Security-Protocol.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324558133%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=wZC5Hfzp1pCtuYJ87ciMrI%2BuV4Hz2q35POyUx6DHMBY%3D&reserved=0

The National Cybersecurity Alliance 2023 Oh, Behave! report lists the following cybersecurity
survey responses:
e Only 40% of people use Multi-Factor Authentication (MFA), even though it is a highly
effective security measure
e 34% of people started using MFA after receiving cybersecurity training
e Younger generations (Gen Z and Millennials) are more likely to have heard of and use
MFA, with 77% awareness, while 37% of Baby Boomers and 41% of the Silent Generation
have never heard of it
e 79% of respondents were familiar with multifactor authentication and 70% of those who
have heard of MFA know how to use it

Our emails and supporting information are available from the National Cyber Security Awareness
Month (NCSAM) page on the CUNY website. We also provide a growing security resources list on
the CUNY Information Security pages. You may also want to visit the OUCH! website to read recent
security articles or subscribe to the world’s leading, free security awareness newsletter designed
for technology users.

If you have any questions about any of this information, please contact your college's Information
Security Manager.



https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324580195%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=yhd9jLBCaDKbGPbezcFWS8C0HVYcqgmrxIKnt%2FxCKjk%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324580195%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=yhd9jLBCaDKbGPbezcFWS8C0HVYcqgmrxIKnt%2FxCKjk%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324599644%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=9Crcfaez0wQ6umOieaBi7BOE3KvBsceSwNu%2FpoL3fLE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324613791%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=6ztA9%2BQ86jVqlRi5Vraug4nmIFEfaameLtPnz9gzD1o%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324627521%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=gGGTbF31CYohX4X8Ac8ShOSwQpbK2V92ax9oT7nk22A%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C97f4988fbd32428fb6e608dced1d7fd8%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638645958324627521%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=gGGTbF31CYohX4X8Ac8ShOSwQpbK2V92ax9oT7nk22A%3D&reserved=0

