Introduction

This week focuses on the fourth cybersecurity behavior: Recognize and Report
Scams. Phishing and online scams remain some of the most common ways criminals
try to steal personal data or gain access to accounts. Learning how to spot suspicious
messages and knowing how to report them are key steps in protecting yourself and
the CUNY community.

Helpful Cybersecurity Tips

o Be cautious with emails, texts, and messages asking for sensitive information.
o Check sender details, hover over links before clicking, and watch for spelling or
grammar errors.
o Don’t download unexpected attachments or click suspicious links.
e Report phishing attempts:
o At CUNY, use the “Report Phishing” button in Outlook or forward
suspicious emails to your IT office.
o Stay informed with the latest CUNY cybersecurity alerts on scams targeting
students, faculty, and staff.

Additional Resources and Tips:

e« Phishing Red Flags: Trust Your Gut
e How to Spot and Avoid Scams (NCA)
¢ Recognize and Report Phishing — Secure Our World (CISA)

o Cybersecurity Best Practices (CISA)
e 2025-26 College of Staten Island Cybersecurity Awareness Training is now
live on Brightspace

Facts and Figures:

Insights from the 2024—-2025 “Oh, Behave!” Report (National Cybersecurity Alliance &
CybSafe) are as follows:
e 52% of people reported phishing attempts — up 2% from last year.
« 69% feel confident they can recognize phishing attempts, but many still fall
victim.
« 51% of Americans actively report cybercrimes, particularly phishing.


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcisweb.cuny.edu%2Fncsam%2F2025%2FCAM-2025-Tip-Sheets%2FNCA_TipSheet_CAM_PhishingRedFlags.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374124575%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Jw2Y%2Boe%2Fr3DWnsyntXR%2FvnWUe%2BQRjlk3SJAnGFPts6Y%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fhow-to-avoid-scams%3F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374158889%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=lXQ0izdm3g%2Fu8M00jy8lPM70CNTOf19beAdSMk%2BLNN8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsecure-our-world%2Frecognize-and-report-phishing&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374181721%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=bFNY5pNtltF9FaMKljUQEHZWCbkwP3qKCkAjs%2B6fKok%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Ftopics%2Fcybersecurity-best-practices%2Forganizations-and-cyber-safety%3F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374202541%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qFQ63Dwn6G6J133XvkvO%2FSttMrTmc80xuaLoycGfW1g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fbrightspace.cuny.edu%2Fd2l%2Fhome%2F1040036&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374222134%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=wMo5ZV9zYo79K6NitzAN09u1Z5aZW8e0uy9WyZW%2Bb5o%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fbrightspace.cuny.edu%2Fd2l%2Fhome%2F1040036&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374222134%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=wMo5ZV9zYo79K6NitzAN09u1Z5aZW8e0uy9WyZW%2Bb5o%3D&reserved=0

e Younger users (Gen Z, Millennials) report more frequent scam attempts due
to their higher online activity.
Our emails and supporting information are available from the National Cyber Security
Awareness Month (NCSAM) page on the CUNY web site. We also provide a growing
security resources list on the CUNY Information Security pages. You may also want to
visit the OUCH! website to read recent security articles or subscribe to the world’s
leading, free security awareness newsletter designed for technology users.

If you have any questions about any of this information, please contact your college's
Information Security Manager.



https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374243031%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=EsztWTtI2%2BVlGAaUf4%2BCjX6Qsv9wTe6QohRoZlGp63I%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374243031%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=EsztWTtI2%2BVlGAaUf4%2BCjX6Qsv9wTe6QohRoZlGp63I%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374266836%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=VTn0CWZ4VvdTdi7ULqu40VgIxYN748TQ60Cgvw%2B%2BArA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374292522%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=973qOc7Djj7eZbnfhWtkffYB2XFwhKE4iTYklWvGMBU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7Ce3273d2bad4a4fdf6a6008de155cede3%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638971686374315727%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=W0gT35s%2Fu4UWgSyXreIpLZEEyCqKd%2FeeMkk2NDb18Y8%3D&reserved=0

