Introduction

This week highlights the first cybersecurity behavior: Use Strong Passwords. Strong
passwords are the foundation of online safety. They should be long, unique to each
account, and difficult to guess.

Helpful Password Tips:

Make passwords long: at least 13 characters (longer is better).

Use random strings or passphrases: combine unrelated words or mix letters,
numbers, and symbols.

Create unique passwords for every account — never reuse the same one.

One approach is to use the initial letters of a phrase to generate a memorable, yet
strong password. For example, the phrase “The future belongs to those who
believe in the beauty of their dreams.” yields “tfbttwbitbotd” and then upper/lower
case, numbers and special characters can be substituted or added to it to make it
sufficiently complex.

Passwords Resources and Tips:

Here are some helpful resources to strengthen your online safety practices:

How Long Should My Password Be?
How to Create Strong Passwords (NCA)
Use Strong Passwords (CISA — Secure Our World)

Cybersecurity Best Practices (CISA)
2025-26 College of Staten Island Cybersecurity Awareness Training is now live
on Brightspace

Facts and Figures:

Insights from the 2024—-2025 “Oh, Behave!” Report (National Cybersecurity Alliance &
CybSafe) are as follows:

Only 39% of people use unique passwords for all their accounts.

34% of people began using a password manager after cybersecurity training.
46% say trying to stay secure online is frustrating, highlighting the need for easier
tools like password managers.


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcisweb.cuny.edu%2Fncsam%2F2025%2FCAM-2025-Tip-Sheets%2FNCA_TipSheet_CAM_MyPasswordNeedsToBeHowLong.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466925275%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=23Dmo5700r0Yp2y5pUQ4LWE0tA3tA2w2UC69oC20vdE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fpasswords%3F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466950673%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=A96fV%2FH4wxkcn2dSTh8lMEVk%2BVm9QET7OUcYb7IFrAI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsecure-our-world%2Fuse-strong-passwords&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466966562%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Z5JKcGOcVUsgHRYCufiicl%2B0rTb4xQgA8sJJbvmD%2FI4%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Ftopics%2Fcybersecurity-best-practices%2Forganizations-and-cyber-safety%3F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466981158%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CHdsfmExz%2FYFxz1lvqR%2F%2Bb6pKj5kMXkIJUkvQVN%2FAwo%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fbrightspace.cuny.edu%2Fd2l%2Fhome%2F1040036&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466996055%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=R4JoVRC8CN6dGbiCBeN6UgjYinucHQx0EQmxHUcf478%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fbrightspace.cuny.edu%2Fd2l%2Fhome%2F1040036&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488466996055%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=R4JoVRC8CN6dGbiCBeN6UgjYinucHQx0EQmxHUcf478%3D&reserved=0

Our emails and supporting information are available from the National Cyber Security
Awareness Month (NCSAM) page on the CUNY web site. We also provide a growing
security resources list on the CUNY Information Security pages. You may also want to
visit the OUCH! website to read recent security articles or subscribe to the world’s
leading, free security awareness newsletter designed for technology users.

If you have any questions about any of this information, please contact your college's
Information Security Manager.



https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488467009976%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=n%2BA2kfCexEUrTzBOQRt8ZdElUKR5E0ckp6tLikITjLQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488467009976%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=n%2BA2kfCexEUrTzBOQRt8ZdElUKR5E0ckp6tLikITjLQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488467023541%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=h2EGeAnPW602jrO%2B0jyJMVRmzNUAzBclqwZzdMxaVdM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488467037585%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BQqOFj9hyGb6oiWzCaEmVy0Qe9ZcFDrbP57frN%2B4jC4%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C924260f80dda4a27397a08de04cfe089%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C638953488467051425%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=svOAdaIES5d3izsIw7Y15Y%2FM7T4HOcC1dxROypw215s%3D&reserved=0

