
Week 2: Enable MFA Everywhere (Oct 13) 
  

Introduction 
  
This week, we focus on Enable MFA Everywhere. 

 

A password alone may not be enough to protect your accounts. Multi-factor 

authentication provides an additional layer of security by requiring another 

method of verification when you sign in. 

 

At CUNY, MFA helps protect University systems and services. CUNY Login 

MFA is used for applications such as CUNYfirst and Brightspace, while 

Microsoft MFA protects access to Microsoft 365 services. Whenever MFA is 

available for your personal accounts, enable it there as well. 

 

Helpful MFA Tips: 
•        Enable MFA wherever it is available, particularly on accounts 

containing personal, financial, or sensitive information. 

•        Never share your password or MFA passcode with anyone. 

•        Never approve an MFA request you did not initiate, and carefully 

verify any number, location, or application information displayed 

before approving the request. For example, if you receive an 

MFA approval request when you are not trying to sign in, deny 

the request and report it to your college IT office. This could 

mean someone is attempting to access your account. 

•        For Microsoft MFA at CUNY, set up more than one 

authentication method when possible so you have a backup if 

your primary method is unavailable. CUNY lists Microsoft 

Authenticator as the most convenient second-factor option. 

MFA Resources: 
•        CUNY Microsoft Multi-factor Authentication (MFA) 
•        CUNY Cybersecurity Awareness Month 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Ftechnology-services%2Fmicrosoft-mfa%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596221511%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rW0bF9s8gcuSIqatUoxzw860qm%2FI2%2BJz23iaX%2FxxWiA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596286123%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=beWlNBM6zP%2BrCgZg1vtirRU5BXAAiYEuU%2Bd4DpMS0tE%3D&reserved=0


•        CISA – Turn On MFA 

Facts and Figures: 
  
Insights from the Oh Behave! Cybersecurity Attitudes and Behaviors Report: 

2021–2025 (National Cybersecurity Alliance & CybSafe) are as follows: 
•        Awareness of multi-factor authentication (MFA) increased from 

52% in 2021 to 77% in 2025. 

•        Despite increased awareness, regular MFA use was only 53% in 

2025. 

Helpful Cybersecurity Tips: 
•        CUNY Cybersecurity Best Practices 
•        Secret Shopper, Personal Assistant, and Other Online Scams 
•        CUNY Information Security Resources 
•        CUNY Security Awareness 
•        CUNY IT Security Awareness Course 

Students, faculty, and staff should log into Brightspace and 

complete the latest cybersecurity awareness training course 

under the Compliance or Organization tab. 
Our emails and supporting information are available from the Cyber Security 

Awareness Month (NCSAM) page on the CUNY web site. 

 

We also provide a growing security resources list on the CUNY Information 

Security pages. You may also want to visit the OUCH! website to read 

recent security articles or subscribe to its free security awareness newsletter 

designed for technology users. 

 

If you have any questions about any of this information, please contact your 

college's Information Security Manager. 
 

 
 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsecure-our-world%2Fturn-mfa&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596321601%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KiqZMhhK2bR%2Bik12eO9RdRsFQauoHwjVki7N9ExGo0g%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596366011%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=32TaKpCfjb6SSoQ6CXJC2Gi3A3k1ENAACBvo2sU746Y%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-mystery-shopper-personal-assistant-scams%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596403830%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=JXRbeZpVYVyoMu3OvDZEbUYudpryOaLirA0EpZz4ok8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596442835%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=UwKaPqmPhozP%2Frk7GQknMeIEcGIvX5eGI9F%2FucakmSU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-awareness%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596487010%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=VEW66gup8F2eykAawRq4H%2FgZpHLZ0Pn5EY4%2FJxGcfXw%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fbrightspace.cuny.edu%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596545959%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NJ9gjD3EF6wD1hG46Ydy8uDL9IdQC8pnmVlfnfSHRiU%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596601764%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Y4ClQjCOM1OEpo8Xlugu64qFq0MktjR%2BjItOjq4a4fE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596601764%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Y4ClQjCOM1OEpo8Xlugu64qFq0MktjR%2BjItOjq4a4fE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596672956%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eEXLlZMYGk5%2FcQY1xjXm67%2BIV%2F08I2W6sR5%2Fy0WhquM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596672956%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eEXLlZMYGk5%2FcQY1xjXm67%2BIV%2F08I2W6sR5%2Fy0WhquM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596750561%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jfzvi9Gi%2B0WguHrPY9%2B2gEMP7XtlBc2pxS6gOG3boeI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C705fc26253ed4161e3db08df2929e660%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639274932596795844%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=a7aDM18ihdU1GLAOcRq58ataYQlvv8rxv%2B0pxbsu15w%3D&reserved=0

