Week 3 — Keep Software Updated

Introduction

This week, we focus on Keep Software Updated.

Keeping your software updated is an important part of protecting your devices and
information. Updates often include security patches that address newly discovered
vulnerabilities. CUNY's Cybersecurity Best Practices recommends installing software
updates as they are released, including Microsoft and Apple software security updates,
and maintaining up-to-date antivirus and antimalware software.

Don't put off important updates. Keeping your operating system, applications, web
browsers, and security software current helps protect both your personal information
and University data.

Helpful Software Update Tips:
e Turn on automatic updates whenever possible.
o Install updates promptly instead of repeatedly selecting “Remind me later.”

« Keep your operating system, applications, web browsers, and security
software current.

o Download software and updates only from trusted sources, such as official
vendor websites or app stores. Avoid clicking on unexpected or suspicious
pop-ups that claim your software needs to be updated.

Software Update Resources:
e CISA - Understanding Patches and Software Updates

« National Cybersecurity Alliance - Why You Should Update Software for

Security and How to Do It



https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fnews-events%2Fnews%2Funderstanding-patches-and-software-updates&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778799807%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qKq8R8mlupzh70NzEIo75YBu4Dk%2B24l6dcDUVpmdtMc%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fsoftware-updates&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778856309%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NqYzlIejeskkp0aB57z53AlKT6PhAcgp%2BjSes%2BNmKWY%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fsoftware-updates&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778856309%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NqYzlIejeskkp0aB57z53AlKT6PhAcgp%2BjSes%2BNmKWY%3D&reserved=0

e CISA — Secure Our World
e CISA — Secure Our World Cybersecurity Awareness Month Resources

Facts and Figures:

Insights from the Oh Behave! Cybersecurity Attitudes and Behaviors Report: 2021—
2025 (National Cybersecurity Alliance & CybSafe) are as follows:

e The percentage of respondents who reported always installing software
updates declined from 44% in 2021 to 31% in 2025.

e The five-year study found that routine cybersecurity maintenance habits,
including installing software updates, weakened over time despite
increased cybersecurity awareness.

Helpful Cybersecurity Tips:
e« CUNY Cybersecurity Best Practices
o Secret Shopper, Personal Assistant, and Other Online Scams
e CUNY Information Security Resources

e CUNY Security Awareness
Our emails and supporting information are available from the Cyber Security Awareness
Month (NCSAM) page on the CUNY web site.

We also provide a growing security resources list on the CUNY Information Security
pages. You may also want to visit the OUCH! website to read recent security articles or
subscribe to its free security awareness newsletter designed for technology users.

If you have any questions about any of this information, please contact your college's
Information Security Manager



https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsecure-our-world&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778890595%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WIsETg%2F8%2FqLzogU278oooEZf4xs0voRIRNyaXNhW5xY%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Fsecure-our-world-cybersecurity-awareness-month-resources&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778917927%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=deblseVO2gs6VhSYK5AsxA%2BzPqGmDrS7gcbx%2F2Oadqo%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778947400%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jEQ9nrClPN65gCljoQue78CfCb83bH6Ldw9P6Gq%2FfvQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-mystery-shopper-personal-assistant-scams%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116778975385%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=1yh3dTL3mNteOHmGd8eCsQs5vdVdPDNlEDrvOuphams%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779010292%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Volks3BwBjBcXXJBIwNXFUUPAOByStpvu2PpUiNGQsI%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-awareness%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779041502%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=LzDHbuUm3xpXZGqJ736emh1NbfaDpfgNJMkTHdRhdg0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779076714%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Txv%2FXR9xabGvtDnSqnpuNaCqht0gKLJO8PyKBRkTYM0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779076714%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Txv%2FXR9xabGvtDnSqnpuNaCqht0gKLJO8PyKBRkTYM0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779112702%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=J%2FtimfqzdLVDcGgi1958Hz18vA46YdlbNOK5jufAdG0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779152463%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zYWIPEeieTVQPp4Y2BNnfHk54jIxbRf2ShLtdrCZfSE%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C3773d4d3a34e4cf0994c08df2de0f347%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639280116779392844%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Okbp7jc1%2B4pJUgmmEw%2Fjk16Fh987Jin7vRanvU9Obco%3D&reserved=0

	Week 3 – Keep Software Updated
	Introduction
	Helpful Software Update Tips:
	Software Update Resources:
	Facts and Figures:
	Helpful Cybersecurity Tips:


