
Week 4 – Scrutinize Every Message (Oct 26) 
  

Introduction 
  
This week, we focus on Scrutinize Every Message. 
 
Phishing and online scams remain common ways cybercriminals try to steal personal 
information, credentials, or gain access to accounts. Be cautious with unexpected emails, 
texts, and other messages, especially those that ask you to act urgently, provide sensitive 
information, open an attachment, or click a link. 
 
Before responding or taking action, check the sender, examine links carefully, and 
consider whether the request makes sense. If a message appears suspicious, don't click 
the link or open the attachment. At CUNY, suspicious emails should be reported directly 
through Outlook using the Report Phish button. The button's appearance and location may 
vary depending on your version of Outlook. 

 

Helpful Message Safety Tips: 
·        Be cautious with unexpected messages, especially those requesting personal, financial, 

or account information. 
·        Check the sender carefully and examine links before clicking. 
·        Be suspicious of urgency or pressure designed to make you act without thinking. 
·        Don't open unexpected attachments or click suspicious links. 
·        Verify questionable requests another way by contacting the person or organization using 

contact information you already know or find independently—not the information provided 
in the suspicious message. If you believe you clicked a suspicious link or entered your 
credentials on a suspicious website, contact your college IT office immediately. 

·        Report suspicious emails: Select the suspicious email in Outlook, click the Report Phish 
button, and confirm if prompted. Try to avoid forwarding suspicious emails to your campus 
help desk, IT staff, or colleagues for review. For step-by-step instructions, see the 
Knowledge Base Article. 

Phishing and Message Safety Resources: 
·        CISA – Recognize and Report Phishing 
·        National Cybersecurity Alliance – What Is Phishing? How to Spot and Avoid Phishing 

Scams 

https://cunyithelp.cuny.edu/csp?id=kb_article&sysparm_article=KB0014348
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsecure-our-world%2Frecognize-and-report-phishing&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504005663%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=6k7H4%2FXa2%2FgQgEPcYi8fwoXjmmNYAkk3p5PSNEIthC4%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fphishing&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504044170%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Bg6zj7HeU8cXneOwvcaSjNGDXu2EmGgIKiuIl%2FNhv5k%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Fphishing&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504044170%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Bg6zj7HeU8cXneOwvcaSjNGDXu2EmGgIKiuIl%2FNhv5k%3D&reserved=0


·        National Cybersecurity Alliance – Reporting Cybercrime 

Facts and Figures: 
  
Insights from the Oh Behave! Cybersecurity Attitudes and Behaviors Report: 2021–2025 
(National Cybersecurity Alliance & CybSafe) are as follows: 

·        In 2025, phishing accounted for 40% of reported cyber incidents. 
·        The five-year study found that confidence in identifying phishing messages increased-, 

even as cybercrime victimization continued to rise. 

Helpful Cybersecurity Tips: 
·        CUNY Cybersecurity Best Practices 
·        Secret Shopper, Personal Assistant, and Other Online Scams 
·        CUNY Information Security Resources 
·        CUNY Security Awareness 

Our emails and supporting information are available from the Cyber Security Awareness 
Month (NCSAM) page on the CUNY web site. 
 
We also provide a growing security resources list on the CUNY Information Security pages. 
You may also want to visit the OUCH! website to read recent security articles or subscribe 
to its free security awareness newsletter designed for technology users. 
 
If you have any questions about any of this information, please contact your college's 
Information Security Manager. 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.staysafeonline.org%2Farticles%2Freporting-cybercrime&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504068670%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=uLC8G741caNJyvfFunkLmuDf0Dnu6krlS20W0M96sN0%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fwp-content%2Fuploads%2Fsites%2F4%2Fmedia-assets%2FCybersecurity_Best_Practices.pdf&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504092173%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Qn2vDPsGflji3bjT113z1JW%2FqLKGO1DlNKLbwaUd83Y%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcuny-issued-security-advisories%2Fsecret-mystery-shopper-personal-assistant-scams%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504116392%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=EvKs8yiPmpzREjmcL%2F6Bkp4bCDmvJzreundDM8hfVNA%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504139606%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gkOQJSGSyfVCnWbshspl64D6IBHTd05X%2BnxqGOBEKdk%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-awareness%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504170371%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zQ%2FW20u9rbTmvV7j9WpxhspkQ20q%2FHvy%2BMKLmWCAHyM%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504199062%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4fB6sUcfLt61rdSH7reCs9UOtNPnWh75vEnNw1yuodQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fnational-cyber-security-awareness-month%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504199062%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4fB6sUcfLt61rdSH7reCs9UOtNPnWh75vEnNw1yuodQ%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fsecurity-resources%2F&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504221354%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=nzw7lToq8imnEgd4YuAMOQN%2FCNbYr4YJApv%2FLMs8Wv8%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sans.org%2Fnewsletters%2Fouch&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504244406%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KvPsoB86xdg%2BFfCLP9uVHaZYluF%2BtJOEOySpZhKlmDc%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww2.cuny.edu%2Fabout%2Fadministration%2Foffices%2Fcis%2Finformation-security%2Fcontact-us%2F%231446149131844-b574cbf9-ece9&data=05%7C02%7CTerry.Mares%40csi.cuny.edu%7C5d0152434436466147f408df3361153d%7C6f60f0b35f064e099715989dba8cc7d8%7C0%7C0%7C639286164504266402%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WtbK76f1UFNw%2FJhRmFU%2FCwx2ANONwmgyJvGKNCgesQw%3D&reserved=0

